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z modulatiOQ of ihe inpul signal ihal is geocrally Impcrccp- 
liblc. Howcvefj wiih knowledge of ihc co£IlenL^ «>f ihc 
memory 214, a user can later decode ihe encoding, deter- 
mining ihc code number used io Ibe orijjinal Ctwoding 
process. (Actually, use of cQciDory 214 is opnonal, us 
explained below.) 

[0173] 1 1 will be recofioized lhai ibe encoded signal can be 
disiributed in well koowq waya. including convened ro 
primed image form^ stored on ma^eiic atcdia (Ooppy 
diskeiie, analog or OAT tape, ciu.X CP-KOM, eic cic. 

[0174) Decoding 

[017S] A variety of lechniqacs can be used to dcicnnine 
ibe idcDtificadoD code with which a suspeci ai^al has betn 
encoded. 1\vo arc discussed tsclow. The first is lc*s prefer- 
able than the latter for most applicklionS» but i$ disjusscd 
herein so that the reader may have a fulJer context within 
which to luidcrsland the disclosed tcchnok>g>. 

[0176] More panictUarly, the first decoding method is a 
difference method, rdying on subtraction of concspiinding 
samples of the original si^al from iho siis]»ect :>ii;nal lo 
obtain difierencc samples, which are then oxamintd (typi- 
cally individually) for detenninisttc coding indiuia (i.e. ihc 
stored noise data). Hiis approach may thus be lermcd a 
''sample-based, dcicnnimsiic" decoding iccbnique 

[0177] Tt\c second decoding method docs oc>i make use of 
the original signal- Nor does it examine particulaj Samples 
looking for predetermined l>oise cbaracierisiif^ KatJier, the 
Statistics of ibt suspect signal (or a portion there. jf) are 
considered in the aggregate and analysed to di.NCcm the 
prescoce of identification coding thai permeates the entire 
signal. The reference to pcnneaiion means ihc enure iden- 
tificaUoD code can be discerned from a small fraffn^^n' 
suspect signal. This latter approach may iIjus be termed a 
"holographic, siaiislicar' decuding tcchmque. 

[0178] Both of these meibods begin by regislcnng the 
suspect si^al to match the original* This enlaib, SC^ilii^ (e.g. 
in amplitude, duration, color balanct:, etc.), find sanipiing (or 
resampling) lo restore the original sample Tdic. As in the 
earlier described embodin^em, there are a variclvr of well 
understood techniques by which the opcrat)t>ns fissociaied 
with this registration function can be perfomjed. 

[0179] As noted, the first decoding approach pn*cueds by 
subiracting the original signal from the lej^Mefcil, suspect 
Signal, leaving a diffiercooe signal. The polarity of successive 
dijCPervnce signal samples can ihcn be compared with the 
polarities of the corresponding swred noise Kignal samples 
lo deiennine the idenLlJjcation code. That is, if th^ i^olariry 
of the first difference signal sample maicbes ihai of ihe fir^i 
•aovsG signal sample, then the first bit of ihe ideinificaiion 
code is a (In such case, the polarity of ihc '^th, I7ih, 
25lh, etc. SBonpts should aku jJl be posidve.) If ibo iivlarily 
of Ihe dm diilercnce signal Siiinpk is opposite lliai of ibv 
COfTcspondio^ noisc signal sample^ then the f)r^ bit of the 
idcntifiCaiion code is a "^O." 

[OlSO] By conducting the foregoing aQa)ysis wiib eight 
successive samples of the difference signal, ilie sequence of 
bits that comprise the OTigioal code word can be determined. 
If, as in the illusiraied cmbodtmem, pointer 230 stepped 
through the code word one bit at a time, begin nine with the 




hrs! Ua, during entX^diflg, then Ihe liisl 8 samples Of the 
diffcicni c sifijual can be analysed to uniquely determine the 
value of the &-bit code word. 

(018 J 1 In a noise-Ircc world (speaking here of noise 
indepen.lcnl of that with whidi ilie identification coding is 
cfl'etiul), the foregoing analysis would always yicM the 
corA:^i liicmificatiop Code. But a process that is only appli- 
cable in a noise- free world is of limited utility indeed. 

[0162] (Furthw. accurate jdeniificition of signals in noise- 
Iree «:oiiiexis can be bandied in a variety of Other, simpler 
WAyi. t g. checicKuniS; filalisiically improbable correspon- 
dcnt-o between s.uS])cct and original tdgdals^ etc.) 

[OlS-^l While ooise-induced aberrations in decoding can 
be dcaU wiih — ti> s<»iDe degree— by analyzing large portions 
of the Signal, such aberrations still place a practical ceiling 
00 il.c confidence Of the process. Further, the villain that 
muSL be co/i&onied ts not always as benign as random noise. 
Rathcf. ii increaiiio^ly takes the form of humiin-Caii&<?d 
corriipiion, distordon, manipulation, etc* In -such cases, the 
desired degree Of idcniificatioo confidence can only be 
acbit vtsi by other ai>pToacheK. 

[0l*i41 The illiisuaied embodiment (the "holographic, sia- 
lisiiohl'' decoding technique) relics on recombining the 
siis]ivct signal vitn certain noise data (typically die data 
siorvO lu mcmofy 214), and analyzing the cmropy of the 
rt stilling iiignal •*laQtropy" need not be understood in its 
mo^( nu ict mat bcimatical definition, it being merely the most 
OcinciAc word ici dcHCribe rai^omne5A (noisc, smoothness, 
snowmcsSf etc,)- 

[01 N2] Most beiial data signals are not random. That is, 
one iaii^ple usually correlates— lo some degree — with the 
&djs:eni samples. Noise, in contrast, typically if; random. If 
a rati;lom signal (e noise) is added to (or subtracted from) 
a nufi-iandom lagiial, the entropy of the resulting signal 
gene tally inCrvjvScs. That is, the resulting signal has more 
random variations Than the original signal. This is the case 
willi the encoded output signal produced by ibc present 
cnc.itliitg process; it bas more entropy than the origimJ^ 

untdcoJed Signal. 

[nist] If, in conifiLSi, the addition of a random signal to (or 
sub Lrac lion from) a iion-random signal reduces cnifopy, then 
soohahing untisual is happening. It is this anomaly that the 
present decoding (iTOCCSS uses to detect embedded ideniifi- 
Laiitui .x>ding. 

[0JK7] To fully understand this entropy-based decoding 
n^iliod. it is fiP^t helpful to highlight a characteristic of the 
oriniiial encoding process: the similar treatment of every 
eight b ^mple. 

[01K8] Id the encoding process discussed above, the 
poinici 230 increments ihrou^ the code word, one bit for 
eacti sticccssivt sample of the input signal. If the code word 
iseijhl t»il»in t:QgthJhco the poinier returns lo the Same bit 
posinoo in the code word every eighth signal sample. If this 
hit w a -1", noise is added lo the input signal; if this bit is 
a "ii' , iiai.se is subtracted from the input signal. Due to the 
eye lie- i)rogres&k>0 of the pointer 230, every eighth sample of 
an K iiCk>dcd sigaal ihus shares a characteristic: ihcy a/e all 
cillrt:r .lUgmCQlcd by the coficspopding noise data (which 
m:ty U negative), or ihey are all diminisbed^ depending on 
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piiDl»l i,^ form. Stored on EWgnctic la^ (flippy ':^'"^'l'^^Tf.^i,^J^^^^^:^^ 

SSSog ^SaT tape eic.). CD-ROM. ec etc. U ii^amit:, tate ttic form of huii«B-caBscd ooa^to^ 

giwcuc, Buwwfc ui w~ J/*, J. distoition, roaiiipnlatiott, ttc Id sudi cases, the desirco 

^!^ty of tedmiqUM can be nscd to deteomitt Hie flegnx of id^aiificatien confideaee can Only be aducvcd by 

identificatien code Wi* which a saspect sigDid has been S othtt ^prosehcs. 

«^S^^di^sed telow. T^efirtt i* less prefer- Tht pnrtci] y prrf««:d appoaj* (the «holog»itoc 

tte £:r f^«^ ^pUcatioas, hot fa dis^us^d ttsticaJ- decoding tedMique) f«>^» 

Sdn so that the reader may tavTa fato coDiaa withto su^r^ signal >«*„«*»»»,»fj^^ Kl?of^ 

S to understand the invcatioit stDfcd in nicmory 214). and «f™t. ^* "^f^"^ 

^ particnlady, the &st decoding meil»od is a diffix- lO rcsultins signaL "EntrqpjT need not be antosiood in^ 

e««^^^^Lg on subtra^ of coirespondinfc most«ri«»»aht=niatical£lcfcu&on.ttb««=)^ 

S^1?*eS.al ^ ^ ^ "^'^ ^-^^ candcm^ess (noise, .moottmcss. 

obtain difference sanmlcs, '«*ich are thon exaiminca snowiness. etc ). , ^ 4c ™^ 

ZSdly individ»ny)for dctcdmnisttc coding indim (Lc. Most serial data signsds are f^J^^/J'i' 

^^^tA. dctoLusii^toxiinE tndmiqua cent samp!.^ Noise, ,» "'l^^^fy^l^^^^ 

Tte second decoding mefliod does not mala use erf the random signal (c* noise) is added to (ot sntaraoed feom) 

od^ sis>«L NoTa^s it «u«nne paticolar samples a nozHrand..™ dgnaL the enmw of *e i«jtor« s^ 

SSfor>«te«mmncd noise ehatacteiistics. Eathei, the generally incntases. TbiAii, fte residtrng ognal has 

of^^^ signal (or a portion therwrf) are 20 randomvafiadont than thecal apaL-n-s^^ 

cftSdeied inftTS^cga^and aaal^ to discern Ibe widi the eucoded ompat agnal P^<^ PF^«f 

presence of identifi«tion coding that pmasatcs the entire encoding j.rocess; it ha* i»orc entropy than the anginal, 

sicnaL The reference to penneation means the entire idcn- unencodcd signaL . . ^ 

tificadoaCodecanbediseenicdfroBiasiLanftaginaitofthe If. in ot.otr-.sl. the addman <sf a raadott signal to (Of 

suspect signaL Hiis Jaittr igiptoadi may thus be tmtied a 25 subnaaion f'«")*°'»»'»»*^™"|°!^2^f«'"^''X 

^^iteTaatisliear dSiTtechnique- sonsthing onusttal is happenwg. H is tin* aooi^thai ^ 

Boft^ihcsc ineihods bcgaTl^ iceU^ *e suspert ptefaicd d.v»dlng pnxsss uses to detect einbcddcd id«to- 

signal to match the odginaL This entaOs scafing (e.g. in fication co<Una. . . ^ 

mmmdc duration, ctdar balance, &c.\ and saaapUng (« lb fuUy antlctstand Jto cmn^-based dccodmg mahod^ 

Splint) to reswre the oiiginal sangic xatc. As in fte 30 it is first hdpful to highlight a eftaraocnshc of the on^^ 

caliJdesaibcd efmbodimcDt, there are a variety of wcU enaKling process: the aiwlar treatment of evoy ci^th 

understood techniqaes by v*ich the opoatioiis associated saii^dc. ^ ,v™„ a. rvt 

With this it^wafionftantlion can be performed. ni> die ca.tiodii«pioct« discnMed above, ftepcnrtcr 230 

As nOKrf, the first decoding approach proceeds by sulv in«i»ent. itooufib the code w«<J: <»»^« *lf^.'^-!: 

uacting &e otighial signal from the rcgistaed. suspe^ as sivesaii^lr.oi the mpuisignaLlftheoodc word is eight bits 

slEnal,kavingaffiteenccsigDaLlhcpolarflyof successive in kngth, Aci. d.epQiaterr««mstothcsaaetopQsm<«m 

difeencc silial samples can then be compared with the the code word every 6igbflisisnal smiple.ff this tat b a 1 . 

paladties of 4c wme^onding stored n««e signal Mtoplcs noise is addc.l to the input agBal; if flas hit « a JO , nnsc 

{odetennine the identificatiOB codo. That is, if the polarity is snheracied ficom the input signaL Etoe to the cydic 

ofthe&stdiffataoe signal san»lcmatd»es that of the first 40 prdessioD of ihepointwm every etgha sample an 

aoisc denal samijle, then the first bit of the idf>naficati«.» encoded SisaJJthtis shares a diatacteiisnjr. they mafleilhw 

code is a^l," (jSTsDdi case, the polarity of the Wi. 17th. aagment»l by the corresponding noise data (whidi be 

25di. etc. sanmha shoiid also all be positive.) If the polaiiiy ncgatrre), or ihcy are aQ dinunisbod, depending M Whett^ 

cf the first <^encB signal san5)l6 is opposite that of the flic ta of tUe codeword then bdng addressed by pointci 230 

cotresoonding noise signal saitwle. &cn U» first bit of die 45 is a "1" or a •'(T, . ^ 

idemiflcjtian codeisT^. To eiplwt this taiaraciwislic. the cnttopy^wsed decoing 

By coBdnctinc the foregoing analysis with eight sacces- prooess treats every eighth saniple of the suspect signal m 

sive sairajles of the diffiawice signaJ, the sequence of tdts like fashi.m. £n partiallar. flie process begins by aMmg.U> 

datconimisc the original code word can be d«amiaed. If. me 1st, 9th. l?th. 25th, eta san?>Jes of the suspect agnalfte 

asinthcniofttredcmbwBtteBt.poinier»OstqppediliroDBh so can-espontiiDs scaled noise si^ vatees swed u fee 

(be code word one hit at a time, beginning with the first bit, mcmoiy 2i4 (Lc those stored m the 1st. 9ifa, 17th, 25th, etc., 

dminE tmcoding, then the first 8 san^Oes of flie diflereiicc mnnoiy kKations, rcspfccftveay). The catfi^y <tf fte resuhr 

agnalcanbeanalyzedtoiimqndydetHimiicftevalucofttie ing signal (U. the stJSjiect signal with every 8ih sample 

8-hit code word. modified) is then coiopmod. 

In a noisc-frce world (speaking here of ooise indi^pendeua 5S (COBpiitation of a signal's cntrcw or randomness is WOfl 

of that with which the idcniificatiaii coding is <^fccted), me undefstood by artisans in flas lidd. One gcnciaUy accepted 

fatefi<&>g analysis would always yield the cotrect irtentifi- tcchaiqttc is to taic the deiivatrvc of the signal at c^ 

cation code. But a piocess ftat is ooly applicable in a san^ point, square these vahies, and then sttm over the 

noise-free wold is of Utiliiy indeed. entire sienal. However, a variety of other well Icnown 

(Further BrrtflTT" idcntificaiion of signals in noise-fiee 60 tcchniquei. am alternaiively be used.) 

contexts can be handled in a varie<y odicr, simpler ways: The foj«g«riog step ia then rq»eaied, tins mne sahffaamg 

eg. checksums; statistically inq»obable cartcqtoadcnet the stoteJ ooise values fioni the 1st, 9th, 17th.- 25 eta 

between stt^ and ori^ signals; etc.) sospea signal saa^aes. ^ . 

While noise-indocedabeiiBlionS in decoding can be dealt One of these two cpdanons win undo the eneodmg 
with— to some degfee— by analyzing large portions of the fiS process and jcdncc the etsnltlng signal's entropy; the ofliBt 

signal, sodi abetraiions sifll place a practicaa ceiling on i he wiU aggravate iL If adding the noise data in uMaaoiy 214 to 

confidence ctfttic process. Farfliisr, the villain that most be the siMjsert iignal leddces its entropy, then dns daa mua 
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